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CornacoBaHo:
[TpescTaBuTENb TRYIOBOTO KOJUIEKTHBA
: ~ /Mdponos AE.

MOJIEJIb YI'PO3 U MOJIEJIb HAPYIUUTEJIS BE3OINACHOCTH
MHPOPMAIIUY MEPCOHAJIBHBIX JIA HHBIX

1. OBIIEE INOJIO)KEHUE

1.1. Hacrosmas mMoaens yrpo3 6e30nacHOCTH NEpCOHATBHBIX naHHbBIX (nanee -
Momaenb) CONEPXKHUT  CHCTEMATH3HMPOBAHHBIA  NepedeHb  YIpos 0€e3011acHOCTH
MepCOHAJbHBIX JIAaHHBIX MpH HX 00paboTKe B “H(POPMALIMOHHOH ~ CHCTEME
nepeoHanbHBIX AaHHbIX (Janee - UCITJIH) MyHHLHNATLHOTO OI0KETHOrO yIpekKACHHA
JIOTIOJTHUTENIBHOIO  00pa3oBaHus «CriopriBHas 1ikona «D7eKkTpon» (aanee -
Vupexnenne). YKasaHHble yrpo3sl MOIYT HCXOOHTh OT MCTOYHHKOB, HMEIOLINX
aHTPOIIOT€HHBIM, TE€XHOT'€HHBIH 151 CTUXUHHBIH
xapaktep M BosaeicrByrommx Ha ys3suMoctH MCII/IH, xapakTepHbie A JTaHHOH
UCTI/IH, peanusys TeM caMbIM yrpo3sl HHGOPMALHOHHON 6e30MacCHOCTH.

1.2. B Monenu maercs obobmennoe omucanue MCII/IH, cocTaB, KaT€ropuu u
[pemonaraeMblii 06beM 06pabaThiBaEMBIX [EPCOHANBHBIX JAHHBIX (nalee - I1[dn) c
nocneaytomed knaccupukanue MCIIIH.

1.3. Moep OnMchiBaeT MOTeHIHanbHOro Hapyummrens GesomacHoct [I/Id u
NOIXObI [0 ONPE/IeIeHHI0 aKTyalbHOCTH YTPO3 C y1E€TOM BO3MOXHOCTEH HapyIIHTe/Is

1 ocobennocrei koukpetHoit UCIT/IH.
1.4. Hacrosimuii JOKYMEHT COCTaBj€H B COOTBETCTBUM CO CIIEAYIOUIHUMH

JeHCTBYIOIIMMH ~ HOPMAaTHBHO-METOAMYECKAMM  JOKYMEHTaMH  TI0  3alluTe
[IEPCOHANBHBIX JaHHBIX:

- ®enepanpHbii 3akoH ot 27 mrong 2006 roma Ne 149-03 «O6 undopmaiuH,
MH(GOPMAIIMOHHBIX TEXHOJIOTHSX H O 3aIlMTe HHHOPMALHKY;

- ®enepanbubiil 3akoH ot 27 wmiong 2006 roma Ne 152-03 «O nepcoHalbHbIX
JTAHHBIX); '

- Menepansuplii 3akoH oT 7 mas 2013 r. Ne99-d3 "O pHeceHUM M3MEHEHUH B
OTIeNbHBIE 3aKOHOJaTeNbHbIe akThl Poccuiickodt Denepanuu B CBA3U C IIPUHATHEM
denepansHoro 3akona "O partudukampu Koupenuun Cosera Esponsr. O 3amuTte
(hU3MUeCKUX JMII NPU aBTOMATH3UPOBAHHOH 06pabOoTKe MepCOHAIBHBIX AaHHBIX" H
(enepanbrHoro 3akona "O nepcoHalbHbIX TaHHbIX "

- ITocranosnenue IlpaButenscrsa Poccuiickoit Menepauun or 01 HosOps 2012
roga Ne 1119 «O6 yteepikaeHun TpeOOBaHUM K 3allUTe IEPCOHANBHBIX JaHHBIX MPH HX
00paboTke B HHOOPMAILIMOHHBIX CHCTEMAX [EPCOHABHBIX TaHHBIX);

- Ilepeyens mep, HampaBieHHBIX Ha OOeclieUeHHEe BBIMOJTHEHHS 00s13aHHOCTEH,
penycMoTpeHHbIX PeepanbHbM 3aKOHOM "O nepcoHaNbHbBIX JaHHBIX" H MPHHATHIMH
B COOTBETCTBMM C HHM HOPMATHBHHIMH IIPABOBBIMH aKTaMH, OIl€paTOpaMH,



SBJISIOLIMMHUCS TOCYAPCTBEHHBIMH MM MyHUIMIATbHBIMA opraHamMH, yTBeP*ﬂeT{bm
nocranosnennem [IpaBurenscTsa Poccuiickoi denepanuu OT 21 mapra 2012 1. N 211;

- Va3 IIpesunenta Poccuiickoil denepalln OT 17 mapTta ZOOSU rona Ne 351 «O
Mepax 110 obecrnedeHro HHPOPMAIMOHHON Oe301MaCHOCTH Poccuiickoi denepauuu npu
MCITOJIb30BaHUH  MH(OPMAIIMOHHO-TENEKOMMYHHUKAIIMOHHBIX ceTerd MEXIYHapOIHOro
MH(OPMAITMOHHOTO OOMeHa;

- Tlopsinok  npoBegenus  knaccubuxauuu — WHPOPMAUUOHHBIX — CHCTEM
NEepPCOHANBHBIX JAHHBIX, yTBepxkaeHHblil npukazom ®CTIK Poccuu, @Ch Poccun u
Munnndopmesssu Poccun ot 13 despans 2008 roga Ne 55.86.20 (3aperucTpupoBaH
Muntroctom Pocenu 3 anpenst 2008 rona, peructparornbiil Ne 11462);

- Tlonoxenue o paspaboTke, NPOW3BOACTBE, peanu3alMM W IKCIUTyaTalUu
mHpPOBaNbHBIX (KpunTorpaduyeckux) cpeact 3ammuthl uHopMaiuu (ITonoxenne
[TIK3- 2005), yTBepxaeHHOe npukazoM ®Cb Poccun ot 9 despans 2005 roga Ne 66
(3aperncrpupoBa MunoocroM Poccuu 3 mapra 2005 roma, permcTparmoHHbIH Ne
6382);

-Tunoseie TpeOGOBaHMS TO OpraHM3aUMK U OGECIIEYESHMIO GYHKUHOHUPOBAHHUS
M QPOBaAIBHBIX (KpunrorpahuuecKux) CPEeACTB, TNpeAHAa3HAUYEeHHBIX IS 3aU[UThI .
HHpOPMALMH, He COlepKallell CBeleHuii, COCTABNMIONMX TOCYJapCTBEHHYIO TaiHy, B
Cllydae MX HMCIIOJIb30BaHUs Ul obecreueHUst 0e30MacHOCTH TMEePCOHANBHBIX AaHHBIX
npu uX 00paboTke B MHOOPMALMOHHBIX CHCTEMax MepCOHANBHBIX aaHHbIX (PCH
Poccun, Ne 149/6/6-622, 2008);

- MeTonnueckue pekoMeHIaluu Mo 00eCrevyeHHI0 C MOMOIIBI0 KPUIITOCPENCTB
0e30nmacHOCTH IEepCOHANbHBIX JaHHBIX MpH HX 00paboTke B HHPOPMAIMOHHBIX
CUCTeMax IePCOHANIbHBIX J@HHbIX C MCIOb30BaHHEeM cpeacTB aBTomatu3auuu (®Ch
Poccun, Ne 149/5-144, 2008);

- Meroauka OIpeseleHus akTyalbHbIX Yrpo3 Oe30MacHOCTH MepCoHaIbHBIX
JIAHHBIX TIPH UX 00paboTKe, B MHPOPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX JaHHBIX
(yreepxaena 14 despans 2008r. samecturenem aupekropa ®CTOK Poceun);

- BazoBas Mozenb yrpo3 0e30nacHOCTH MepCOHANIBHBIX JaHHbBIX [TPH UX 00paboTKe,
B MH(OPMAIMOHHBIX CHCTEMaX MepPCOHANbHBIX JaHHbBIX (yTBepKaeHa 15 despans
2008r. 3amectutenem qupekropa PCTOK Poceun);

- CocTaB M cojepkaHue OPraHU3aLUOHHBIX M TEXHUYECKHX Mep 0 00eCreueHuHo
6e30I1aCHOCTH TIepPCOHATBHBIX NAHHBIX NP HX 00paboTKe B HMH(OOPMAIMOHHBIX
cUCTEMAX II€PCOHANBHBIX MAaHHBIX, YTBEPXKICHHOE IPHUKA30M AHUPEKTOpa OCTOK
Poccun ot 18 deBpans 2013 roga Ne 21;

- TpeGoBanusi O 3amuUTe WHGOpPMAIHH, He COCTaBIAIOLIEH TOCYyIapCTBEHHYIO
TaliHy, coAepkallelics B  TOCYIApCTBEHHBIX — HWHQOPMAIMOHHBIX  CHCTEMAX,
yrBepKaeHHble npukazom PCTIK Poccuut ot 11 despanst 2013 rozxa Nel2

2. TEPMHHBbI 1 ONPEJEJEHASA

2.1. B macrosmeM Mojemu IpHMeHsIOTCs ClIeLyomue TepMUHBI H OMPEACTEHIA:
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- APM - aBTOMaTH3UpOBaHHOE pabouee MecTo;

- UP - uH(OpMaLIMOHHBIH pecypc;

- UCTT/1H - nupopMallMOHHas CUCTEMA MePCOHANIBHBIX IaHHBIX;

- K3 - koHTpOMpyeMas 30Ha;

- [1JI1 - nepcoHanbHbIe JaHHBIE,

- 10 - mporpaMMHoe obecrieyeHue;

- IITC - nporpaMMHO-TeXHHYECKHE CPe/ICTBa,;

- [TOMHMH - noOouHbIC 3NEKTPOMArHUTHBIE U3ITyYEHHS U HABOIKH;
- C3M - cpencTBa 3amuThl HHOOPMAIIHHK;

- CK3U - cpeacrsa kpunrorpaduyeckoit 3aiuTbl HHGOPMAIIHH;

- OChb - PenepanbHas cnyxba 6e30MacHOCTH;

- @CO - DenepanbHas cinyxba oxpaHbl;

- OCTOK - denepanbHas cayxoda Mo TEXHUYECKOMY M KCIIEPTHOMY KOHTPOJIIO

3. XapakTepucTHka 00beKTa HHpOpMaTH3AUHH

3.1. B Yupexnenuu cymectsytor cieayromye tunsl MCIIIH:

1. HCITAn nepenaun mHGOopManuu, B ToM yucie [1/[H, B 1eIsIX HCIOTHEHHS
@DenepanbHBIX 3aKOHOB.

3.2. Cocras UCII/IH u 0GpabaTsiBaeMbIX B HUX ITEPCOHANBHBIX AaHHBIX MPHBE/IEH
R [Ipunoxenuu Nol k HacTosmemMy TOKyMEHTY

B xauectBe o0bekTa HHpOpMATH3ALMK NPEANPUATHS BBICTYIAIOT:

1. ABTOHOMHBIE aBTOMAaTH3UpOBaHHbIe paboune Mecta (APM).

2. JIoKasibHBIE BBIYMCIIUTENBHEIE CETH.
B 3aBUCHMOCTH OT XapaKTepHCTHK M OCOOEHHOCTEeH OT/AEeNbHBIX OOBEKTOB 4acTh

BBIYMCIIUTEIBHBIX CPEIACTB HNAHHBIX Hpe,EalHHTHIL’i MNOAKJIKOYEHa K CE€TAM CBA3H oO1iero

[10J1b30BaHMS.
3.3. BBoa mnepcoHaJbHBIX [aHHBIX OCYIIECTBISETCS C OYyMaXXHBIX HOCUTENIEH

(HanmpuMep, JOKYMEHTOB, yIO0CTOBEPSIOIIMX THYHOCTh cyObekTa [1/1H),

3.4. Ilepconanbuble aaHHble cyObekToB [T/l MoryT BhiBOAMThCs w3 MCIIIH ¢
LeJbIO Nepeiayd MepCOHANBHBIX TaHHBIX COTPYAHMKOB YUpeKXAeHHs, B OyMaKHOM
BU/IE.

3.5. Kounrponupyemoii 3oHou (K3) MCII[H sBnsroTcs 3gaHus U OTAEIbHbBIE
noMemeHus. B npenenax KOHTPOJHPYEMOH 30HBI HAXoAATCs pabouue MecTa
MoJib30BaTeNied U MecTa XpaHeHUs! apXUBHBIX KOIHH JJaHHBIX.

4. CocraB, KaTeropuH U 00beM NMepPCOHAJILHbIX IaHHBIX, ONpeJeleHHe YPOBHHA

3AIMINEHHOCTH NepPCOHAIbHbIX JaHHbIX
4.1. Ha ocHOBe XapakTepuCTHK M ocobeHHocTed wucmosp3yembx MUCIIIH

00pabaThblBa€MbIX B HHX II€PCOHATBHBIX JAHHBIX, MOXKHO KOHCTaTHpOBaTh, HTO
MepcoHanbHble jgaHHble cyowbektoB [IJIH, oOpabateiBaroTcss B YUpEKICHHH
KOMITBIOTepHOH HMH(OPMAILMOHHON CcHCTeMOM, oOpabatbiBatolell  0011e10CTyHbIE
epcoHalbHble naHHble, CrnenWalbHble KaTeropud IepCOHaJbHbIX JdaHHBIX U
OWomeTpuueckue repconanbHple gaHHele B MCII/IH VupexxJeHHeM  He



obpabareIBatOTCs. :
4.2. Jlns UCTI/ls Yupexienns akTyatbHbl yrpo3bl 2 THIA - YTPO3BL, CBsizay,,

HalMuHeM  HeJOKYMEHTHpPOBAHHBIX  (HeJeKIapupoOBaHHBIX) POIMORHOU el k-
NPUKITaJIHOM IPOrPaMMHOM obOecrieyeHuH, UCIIOIb3yEeMOM B HHGOPMAITHOHHOM CHCTey, &
Cornacho MOAMYHKTY «O» ITyHKTa T "
«TpeGoBanuii K 3amiuTe MepcOHANBHBIX JaHHBIX TIPH MX 00paboTKe B HHOPMAUHOHH Ly
CHCTEMaAX nepcoHanbHbIX nanubix» ans UCIIH YupexaeHuio TpeOyeTcs OGecrletruTb 3<
Wi YPOBEHb  3AlMINCHHOCTH TEPCOHAIBHBIX JaHHBIX [pH HMX 00paboTke g
MH(DOPMALIHOHHOI cHCTeMe.

S. Cnoco6b1 Hapywenus XapaKTepHUCTHK 6e30MacHOCTH NMepCcoOHANbHBIX

NAHHBIX
5.1. Mcxonst u3 mepeuns NepCOHAbHBIX JaHHBIX, obpabarsiBaeMeix B MCIL/IH,

CYHMECCTBYIOT CIEAYIOLIME CIIOCOOEI HapyllleHHs XapakTepucTuk Oe3onacHoctu [1/IH:

- XHUILEeHHE [I€PCOHATBLHBIX JTaHHBIX COTPY/AHUKaMH [IpeAIpHATHS
JUISL UCTIOJTBE30BAHHS B KOPBICTHBIX I(EIIX,
- nepenaya prHaHCOBO, aZlpeCcHOH, FOPUIHYECKOH “ npoyek

HHbOpMaLiK o cyGrekTe ITTs TpeTsum munam;

- HCC&HKHHOHHPOB&HHOS I'IY6.]'[H"IH08 pa3rnalieHue TmnepCOHaJIbHBIX HJaHHBIX,
CTaBIIMX U3BECTHBIMH COTPYIHHUKAM NpeanpusaATHs,

. HECAHKLMOHUPOBaHHOE MoJIy4YeHue MEPCOHAIIBHBIX JIaHHBIX
TPEeThUMH JIULIaMH;
- YHAYTOXEHHE bHHAHCOBOH, aJIpecHOM, IOPUIUYECKOH H

npoyei uHdopmaiyu o cybwexte [1]1x;

- MozuuKauus GUHAHCOBOH, apecHO, FOpUAMYECcKoi U npovelt nadopmanuu o
cyobekTe I1/1H;

- ObrokupoBaHue (GUHAHCOBOM, a[IPECHOH, FOPUIUYECKOH W npoyeit UHGbOPMAIUHK 0
cyosekre I1/1H;

- BBOJ HEKOPPEKTHOM  (MHAHCOBOH,  aspecHOi, IOPUIUYECKOH  u
npoyei nHPopmaruu o cyowrexre I1/14;

- Tiepe/lada HEeKOPPEKTHOH (MHAHCOBOH, aJPEeCHOM, IOPUAMYECKOl u npoyen
uH(popManuu o cyosexre [T/1H;

- MCKa)K€HHe apXWBHOU MH(OpMaUHH 1o cyowekty [1]1H;

- YHHYTO)XXEHME apXUBHOW HH(OpMaLMHU 110 cyorexTy 1.

6. Yrposnl 6e30MacHOCTH NEpPCOHAJbLHBLIX AAHHBIX, NPH HX 06paboTKe
B MH(GOPMAIHOHHBIX CHCTEMAX NMEPCOHANBbHBIX JAHHBIX
6.1. Tloa yrpozamu 6e30macHOCTH MepCOHANBHBIX JAHHBIX IPH UX 00paboTKe B
WNCI1/In nonuMaeTcs COBOKYIHOCTS YCIOBHH U (GAKTOPOB, CO3JAIOMIMX MOTEHIHATbHYHO
HIIH peallbHO CYLIEeCTBYIOIUIYIO OIACHOCTH, CBSI3aHHYIO C YTEUKOH MHpopmauud U (Uiu)
HECaHKIIHOHUPOBAHHBIMU W (HMJIM)HeNpeJHAMEPEHHBIMH BO3/IeHCTBUAMH Ha Hee. TakuMm
oOpa3soM, yrpossl 6e3omacHoctu [/l npu ux o6padoTke B MCI1IH MOryT OBITH CBA3aHbI
KaK ¢ HemnpeaHaMepeHHbIMH JelicTBusamu nepconana WCII/IH, Tak H CO_crienuansto
OCYILIECTBIIsI€MbIMHA HEIIPABOMEPHBIMHU JIEHCTBUAMH OTIAEJIbHBIX OPraHH3aliH H TpaxkaH,
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a TaKxkKe HHbIMM MCTOYHUKAMH Yrpo3. HenpaBoMepHble NeHCTBUS MOryYT HexomuTs TAKKE
W OT COTPYAHMKOB MPEANPUATHS B Cilyyae, KOTAA OHM PACCMATPUBAIOTCS B kaye
MOTEHIMAIBHOTO HapyluTeNs 6e3onacnocty [1/]H.

6.2. B nensx GpopMHUPOBaHHS CUCTEMATH3HPOBAHHOTO fepeds Yrpos 6esonacuocry
[MIn mpu wux obpadorke B MCII[H wu pa3paboTke Ha ux ociope GACTHLIX
(11eTallM3UPOBAHHbIX) MOZENeH NPUMEHHTENBHO K KOHKpeTHOMY Biay MCI] JIH, yrposs:
Oe3omacHOCTH TepcoHanbHBIM AaHHbIM B MCII/IH  MoskHO KiIacCHHULMpoBaThL B
COOTBETCTBHMHM CO CAEAYIOUINMHU MPU3HAKAMM:

- 110 BU/JIaM BO3MOXKHBIX UCTOYHHUKORB YIpo3;

- no tuny MCI1/1H, Ha KOTOpBIe HanpaBieHa pealu3alns yrpos;

- [0 BHAY HapylIaemMoro CBOWCTBA MH(QOpMalMu (BHUAY HECAHKLMOHUPOBAHHbBIX
JICHCTBHH OCylIecTBIseMbIX ¢ [1/IH);

- 10 cnocobaM peaM3aluu yrpos;

- IO MCTI0/IB3YEeMOH YSA3BUMOCTH;

- 10 O0BEKTY BO3IEHCTBHUS;

Ans UCTI/IH cymecTByioT cnemyrolme Kiaces yrpos 6ezonacuoctu T1J1x.

6.3. Ilo BADaM BO3MOXKHBIX HCTOYHMKOB YIpo3 GE30MaCHOCTH MePCOHANbHBIX
NIaHHBIX:

CTBE

- YIPO3bl, CBs3aHHbIE C [peJHAMEpPeHHBIMU WK HerpeaHaMepeHHbIMH
AEHCTBUAMH JIML, MMeoumMH goctyn k MP MCIIJIH, BKmouas mMomib3oBaTesei,
peannsyrolmne yrposel HenocpeactseHHo B UCTT/IH:

- YIpO3bl, CBsi3aHHBIE C MpeJHAMEPEHHBIMH WM HempegHaMepeHHbIMH
JISHCTBUSMU JIMLL, He uMmetrolnx aoctyna k MCII/IH, peanusyromie yrpo3sl W3 BHEIIHHX
CeTeH CBsA3M OOLUEro MOJb30BAHUA M (MIH) CeTei MeXIyHApOAHOrO MHMOPMALMOHHOIO
obMeHa;

- Yrpo3bl, BO3HHKHOBEHHE KOTOPbIX HAMPAMYIO 3aBUCHUT OT CBOWCTB TEXHUKH,
ucnonszyemoi B UCIT/1H;

- YIpO3bl, CBI3aHHBIE CO CTUXUHHBIMHU MPUPOIHBIMHU SBICHUSIMH.

Kpome 31oro, yrposbl MOryT BO3HHKaThb B pe3y/IbTaTe BHEAPEHHs armnapaTHbIX
3aKJIaJIOK U BPEIOHOCHBIX NPOrpamM.

6.4. Ilo tuny UCIIJ/IH, Ha KOTOpbIe HalpaBieHa yrposa

[To crpykrype MWCII/IlH, Ha KoTOphble HampaBreHa yrpos3a, HeoOXOJUMO
paccMaTpUBaTh CllelyIOllIHe KIacChl yrpo3:

- yrpo3sl  0€30MacHOCTH naHHblX,  obOpabGartbiBaembix B MCIIJIH wa 0Oase
aBTOMAaTHU3UPOBAHHbLIX pabOYHUX MECT;

- yrpo3sl  0e30macHOCTH NaHHbIX,  oOpabarteiBaembix B MCIIJIH nHa 0ase
JIOKQJIbHBIX HH(OPMALIMOHHBIX CHCTEM.

6.5. Ilo cnocobam peanusanuu yrpos

[lo criocobam peanuzauuu yrpo3 BEIAEISIOT CleAyIOMINe KJIACChl YTPo3:

- YIPO3bl, CBSA3aHHBIE C HECAaHKIIMOHMPOBaHHbIM AoctynoM K [1/IH (B ToM uucle
YTPO3bl BHEIPEHHS BPEJOHOCHBIX MPOTPaMM );

- yrposel yreukd I[IJIH mo TexHWYecKHM KaHajaM VYTeYKH HHPOPMALIUH
(TKVH);

YIpO3kl CrieiiHaabHbIX Bo3aehcTBUM Ha MCIT/]H.
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JeHCTBHIA, OCYIIECTBIAEMbIX C EPCOHANBHBIMU JIaH -
[lo BUAy HECAHKLUMOHHPOBAHHBIX — NEHCTIBHY, .

Wif KJ1acc yrpos:

UTh CJIe/1yIOLI

nepcoHanbHBIMH JaHHBIMU, MOKHO BbIJIEI |
- Yrpo3bl, MPUBOASIIHE K HapyIIeHHIO KOHQUIEHIHATBHOCTH [T/In (xomupoBanmg
KOTOPBIX He

OCYHMIECTBIISIEMBIx

npu peajiu3aliu

MIIM  HECAHKIIMOHUPOBAHHOMY pacrpoCTPaHEHHIO),
OCYILECTBIIIETCS HETMOCPEACTBEHHOTO BO3IEHCTBHA Ha COJIEPKAHUE MH(pOpMALIHH;

- Yrpos3sl, MPUBOJSAIIAE K HECAHKIIMOHWPOBAaHHOMY BO3JIEHCTBHIO Ha COJCpKaHue

HHQOpPMALIMK, B pe3yjbTaTe KOTOPOro [MPOMCXOJAMT HM3MEHEHHE [aHHBIX HIH Hux

YHHYTOKEHHE;
- YIPO3bl, NPUBOASIIME K HECAHKIMOHHPOBAHHOMY BO3/EHCTBHIO HA NMPOTrPaAMMHbIE
KOTOpPOro

HIX  nporpamMMmHo-anmapartHele  anementst  WCII/[IH, B  pe3yibrare
ocyuiecTBasseTcst OJIOKHPOBaHUE TAHHBIX.

6.7. I'lo ucnonb3yemoii ysi3BHMOCTH BBIIENSIOTCS ClIe/1yIOLIHe KJIaCChl yrpo3:

- YIPO3bL, peaU3yeMble C HCIOJIB30BAaHUEM YSI3BHMOCTH CHCTEMHOI'O ITPOrPaMMHOTO
obecneuvenus (T10);

- YI'PO3BI, peajli3yeMble ¢ HCII0Ib30BaHUEM YSI3BUMOCTH NpuKiaadoro [10; \

- YIPOS3bl, BO3HHKAIOIHE B pe3ylbTaTe HCIONB30BAHUS YA3BUMOCTH, BBI3BAHHOMN

HanuureM B UCI1/In annapatro# 3axmanky;
-~ YIPO3bl, pPCAM3yeMbI€ C HCMOJb30BaHHEM YS3BUMOCTEN IMPOTOKOJIOB CETEBOIO

B3aUMOCHCTBHS H KAaHAJIOB nepenayyu nNaHHbIX;
- YI'pO3bl, BO3HUKAIOIL[HE B PE€3YJIbTaTE HCIIOJIB30BaHHUS YA3BUMOCTH, BbI3BAHHOM

HEJOCTaTKaMH OpraHH3aIuu TEXHUYECKOH 3aIUTEI HH(pOpMaLuK oT

HECaHKLIMOHUPOBAHHOTO JIOCTYIIA;
- YTPO3bl, peajlu3yeMble C HCIOJB30BAaHHEM YSA3BHMOCTEH, OO0YCIOBIHBAIOLINX

Ha/ln4ue TeXHHYECKHX KaHaJIOB YTeYKU HH(OPMAIIHK;
- YIpO3bl, peanu3yeMble C HCIOJIb30BAHUEM YA3BHMOCTEH CpPEJICTB 3allHThI

UH(bOpPMaIIHH.
6.8. [1o 00BeKTy BO3NEHCTBUS BBIIEAIOTCA ClIEAYOIIHE KIAaCChl yTPO3:

- yrpo3bi 6e3onacuoctu [1/[H, oOpabarsiBaembix Ha APM;
- yrposel 6e3omacHoctd II/IH, obpabaTeiBaeMBIX B BBIJE/IEHHBIX CPEICTBAN,

00paboTku (IpuHTepax, IUIOTTepax, IpadONOCTPOHTENSAX, BBIHECEHHBIX MOHHTOPAX,

BHIIEOITPOEKTOPAX, CpeACTBAX 3BYKOBOCIIPOHU3BEICHHUSA H T.H.);

- yrpo3sl 6ezonacHocTH [1/[H, mepenaBaeMbIX 110 CETSM CBSI3H;
- YI'PO3bI IPUKJIAIHBIM IIPOrpaMmam, ¢ TIOMOIIBK KOTOphLIX 00pabareiBatotcs [1/1H;

- yrpo3sl cuctreMHoMy [10, obecneunBaromemy dyukiuonuposanue UCII/IH.

7 8 XapakTepHCTHKA HCTOYHHKOB Yrpo3 0€30NaCHOCTH MepCOHAIbHBIX
nanubix B UCII/In

7.1. B otnomenun MWCIIJIH MoOryT CyIiecTBOBAaTh TPU THIA MCTOYHHKOB yIrpos3

oe3onmacHoctu IT/IH:
1. AHTpONOreHHEIe HCTOYHHUKHM Yrpo3 OesormacHocTH [1/1H.

2. TexHoreHHble HCTOYHHKH yrpo3 GesonacHocTH [T/1H.
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3.  Cruxuiinbie HCTOYHHKH yrpo3s 6eszonactoctu I1/1H.

7.1.1. AHTPONOTeHHBbIC HCTOYHHKH yrpos 6ezonacuocru IN1/y.

B kauyectBe AHTPONOICHHOI'0 HWCTOYHHKA yrpo3 s UCITI /| n HEOOXO0AMMO
paccMaTpuBaTh  cyObekTa (JIMYHOCTB),  UMelolIero CaHKIIHOHUPOBAHHBI} WU
HECAaHKLIMOHUPOBAHHBIN JIOCTYT K paboTe CO MITaTHhIMU cpencrsamn UCTIIn, neiicrauy
KOTOPOTO MOTYT HPHUBECTH K HapylIeHHIO 0e301m1acHOCTH MEPCOHAIBHBIX  JIAHHBIX.
AHTPOTIOTEHHbIE HMCTOMHMKH YIPO3 1O OTHOMIEHHIO K UCTT/IH MoryT 6wiTh  kax
BHEUIHUMH. TaK W BHYTPEHHUMU

Cpean BHEUIHUX aHTPONOTEHHBIX HCTOUYHMKOB MOYKHO BBIACIIUTL Cly4aiiHble y
MPeIHAMEPCHHBIC HCTOYHWKH.

Cnyuaiinbie  (HempenHaMepeHHblE) HCTOYHHKH MOIYT HMCIONh30BaTh Takue
MASBHMOCTH.  KaK  omMOKM, COBepIICHHbIE MpH npoexktupoBanuun MCII[Ix u ee
/IEMCHTOB, OLIMOKH B NPOrPaMMHOM obecriedeHn; pa3uaHoro pona c6ou M oTKa3wl,
MOBPEX/1eH NS, NpOsiBIIsiEeMble B UCTTIH. K TaKUM
MCTOUHUKAM  MOXHO  OTHECTH TEpPCOHAN MOCTABIIMKOB pa3iMYHOTO pona yenyr,
HEpCOHAT HAN30PHBIX OpraHU3allkil U aBapHitHBIX ciayx0 u 1.m. JleficTBus (yrpossi),
MCXONAIINE OT NaHHBIX MCTOYHHKOB, COBEPIIAIOTCS 110 HE3HAHHMIO, HEBHUMATEIbHOCTH
HH XaTaTHOCTH, U3 IFOOONBITCTRA, HO Ge3 371010 yMbIca.

IlperHamMepeHHble  HCTOUHHKH NPOSABIAIOTCS B KOPBICTHBIX  yYCTPEMIIEHMSIX
Hapymurened. OCHOBHas Hedh TaKMX MCTOYHHKOB - YMBILIJIEHHAS Je30pTraHu3alus
paboThl, BBIBOA cucTreM OpraHuzanuu u3 CTpOs, MCKaXeHHe HH]OpMalLMKU 3a cyer
MIPOHUKHOBEHHS B UCTTIa nyTeM
HECaHKIIMOHUPOBAHHOT'O JOCTYIIA.

BHyTpeHHUMM HCTOYHHMKAaMM, KaK NpPaBHIO, SBISIOTCS CIEIMATHCTL B obmnactu
NIPOTPaMMHOI'0 O0€eCIIeYeHUs] U TeXHHYECKHX CPEICTB, B TOM YHCIe CPEICTB 3alllUThl
MH(OpMALIY, HMEIOIHE BO3MOXHOCTb HCIOJIb30BAHNS IUITATHONO 00opyioBaHHUS U
porpamMmHuo-Texuudeckux cpeacts MCII[H. K TakumM HCTOYHHMKAM MOXHO OTHECTH
OCHOBHOH [IepcoHan, [IpeACTaBUTENICH
ciry’)x0 0e30MacHOCTH, BCIIOMOTATENIbHBIN U TEXHUYECKHUH MepCoHaI.

Jis BHYTpEHHHX HMCTOYHHKOB YIPo3 0CO00E MECTO 3aHUMAIOT YyIrpo3bl B BUE
OIMOOYHBIX JeHCTBUS M (WIH) HAapylueHHH TpeGoBaHmit OKCIUTYaTallMOHHOH W HHOM
AOKYMEHTAlMH COTpYAHUKaMU OpraHu3aiud, UMEIOIIHX noctyn k UP UCIIOu. K
MOJOOHBIM yrp0o3aM, B YaCTHOCTH, OTHOCSTCS:

- HENPEAyMbILIJICHHOE HCKa)KeHWEe WK y/lalleHHe TPOrPaMMHBIX KOMIIOHEHTOB;

- BHEJIPCHUE ¥ UCIIOJIb30BAHHE HEYUTEHHBIX MPOrpaMM;

- MTHOPHPOBaHME OpPraHU3allMOHHBIX OTPAHWYEHUH (YCTAHOBIEHHBIX NPABUI) TPH
pabore ¢ pecypcamu UCIT/{n, Bkmouas Cpe/CTBa 3allUThl HHPOpMalwu. B yacTHOCTH:

- HapylieHue 1npaBuil  XpaHeHUs MHPOpPMALMKM  OrpaHMYEHHOTro  JOCTYIa,
HUCTIONL3YEMOH 1PH 3KCITyaTallM| CPEeCTB 3allUThl MHGOPMALHHU (KITFOUeBOi, TapoNbHO#
1 ayTEHTUQULMPYIOLIEH UHpOpMALUK);

- TPEIOCTaB/ICHUE MOCTOPOHHUM JIMIIAM BO3MOXKHOCTH JOCTYNa K CpeicTBam
3AILHUTBL HHPOPMALIMH, @ TAKXKEe K TEXHUYECKMM M TIPOrPAMMHBIM CpeICTBaM, CIIOCOOHBIM
MOBIHATE HA BBINOJIHEHHE MPEIbABIAEMBIX K CpeACTBAM 3alMTHl  HHMOPMAlMK
TpeOOBaHMii;



- HacTpoiika W KoH(UrypupoBaHWe CpPEACTB 3alllHThl HHCbOpMauHH’a '!;1:_%
TEXHHUYECKHX W TNPOrpaMMHBIX CPEICTB, CMocOOHBIX  MOBIHATH uHa Bbln()“*l\:i:g.::.-l
MPEAbABNSEMBIX K cpejicTBaM  3aluThl  MHGOpMauuu TpeOOBaHUH, B Hapyurey,, §
HOPMATHBHBIX 1 TEXHUUCCKHX JIOKYMEHTOB; . \

- HecooOmenne o daxrax yrparbi, KOMIPOMETAlMH KIKYEBOH, Mapombojs "
ayrentTuduumupytone  undopMmaumn, a  TaKke JHO60H  Apyroif MH(bOpMaLuy
OI'PAHUYECHHOTO L]‘()CT}fna,

HauGonbmyio onacnocrs MPEJICTaBNAIOT Mpe/IHaMEepPEeHHbIE YIPO3bl, HCXOIAIINE Kak
OT BHCUIHHKX, TaK M OT BHYTPEHHUX aHTPOTNIOTeHHBIX HCTOYHHUKOB.

Heobxommmo PaccMaTpuBaTh Clieayolne KIacchl TAKUX YTPO3:

= YTPO3bl, CBA3aHHBIE ¢ NpeIHaMEPeHHBIMH NEHCTBUAMM JTMII, UMEIOLUMHI J0CTYIT K
HUCTT Ik, sxmouas none3oBarened UCTIJIH u  HHBIX COTPYAHMKOB TIPEANPUATHS,
PeaTM3YIOIUME YyTPO3BI HETNOCPeACTBEHHO B HCHILH (BHYTpEeHHMH HapyIIHTEb);

- YIPO3BI, CBS3aHHBIe ¢ [IpE/IHAMEPEHHBIMU  JIEUCTBUAMHU JIML, HE HMMEIOIIUMH
Aoctyna k. MCITOn wu PCATHSYIOIMMH yrpo3sl M3 BHEIIHHX CeTell CBA3M OOIIero
ITOTB30BAHUS MU CceTeii MEXIYHAPOOHOTO HHPOPMAIMOHHOTO 0OMeHa (BHEIIHMH
HapyIIHUTENb);

- YIPO3Bl, CBsI3aHHBIE C [IPCIHAMEPEHHBIMK I@HCTBHSAMHU JIHI, HE HMEIOLIMMHU
zoctyna k MCIT/IH 1 peanmsyromumu yrpo3st o TKVYU.

7.1.2. TeXHOTeHHbIE MCTOYHUKH YI'PO3 HampsMylO 3aBHCAT OT CBOMCTB TEXHHKH.
JlaHHBIe HCTOYHUKH TaKxe MOTYT OBITh KaK BHEIIHUMH, TaK U BHYTPEHHHMHMU.

K BHemHMM wucrounukam ormocsTcs uHQpacTpykTypHble snementsl WCTT/Tq:
CpeAcTBa CBA3M (TeneOHHBIE NWHHH, JIHHUU nepenavyud JaHHbBIX M T.0.), CeTH
WHXEHEPHBIX KOMMYHUKaUH (BO,E[OCH&G}KBHHE, KaHaIM3aIus, OTOIJIEHHE | TIp. ).

K BHYTPEHHHM HCTOYHHKAM OTHOCSTCS HEKa4YeCTBEHHBbIE TEXHUYECKHE ¢
[IpOTpaMMHBIE CpeACTBa 00PaboTKH HHGMOPMAIMH, BCIIOMOraTeNbHbIE CpencTna (OXpaHsl,
CHTHANH3ALKH, TCIC(MOHHH), IPyrUe TEXHUIECKHE CPEICTBA, npumensiemble B MCITH, a
TaKKe BPEIOHOCHOE NIPOrpaMMHOe 0DecneyYeH e | anmapaTHble 3aKIaKy.

7.1.2. 1 AnnapartHas 3aKjiajiKa.
AnnapaTHble 3aKJIaJKH MOTYT OBITh KOHCTPYKTHBHO BCTPOSHHBIMU H ABTOHOMHBIMH.

AnnaparHsle 3aKJIaJIKH MOTYT Peai30BaTh YIPO3bL:
- cOopa u Hakonnenus [1/1H, obpabarsiBaembix u xparnumeix B ICIT/IH;

- popmuposanus TKYH.

B cuily 0TMEUEHHBIX CBOKMCTB amnmapaTHBIX 3aKianok >(QeKTHBHAs 3aluTa OT HUX
MOXeET ObITh obecriedeHa TONBKO 3a CYET TIIATENBHOrO ydeTa WX CHeUU(PUKH H
COOTBETCTBYIOIIEH OpraHM3allii TeXHHYECKOH 3allUThl WHPOPMAIMKM Ha BCEX CTaIMAX
xu3HeHHoro 1ukiaa MCIT/Ix.

7.1.2.2. Hocurens Bpe1oHOCHOH IpOrpaMMel LICTVTIATH
N T BICTVIIATE
B kauectBe Hocutens BpenonocHoil nporpammel B WCTIIH Moxer BricT)

% : 1w 110,
anrapaTHbeId 3JIEMEHT CPEACTB BBIYMCIMTEIBHOW TEXHUKH U3 COCTaBa HCTIT
BBIIIOJIHSAIOIIIEe POJIb IPOrPAMMHOI0 KOHTEHHEPA. A

Ecinu BpegoHOCHas nporpaMma He acCOUMUpYeTcs C KaKOH:{eCTBe s Ho-cmeqﬁ
a o
MporpamMMoii u3 cocrasa cuctemuoro uiu obmero 1O UCTL/H, B K
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BBICTYMAIOT:

- BHEIUHMH MAlIMHHBIH (OTUYX/1aeMblit) HOCHTeND, T.e. IMCKeTa,
na3epHbIH AUCK, GIDLI-NAMSATh, BHELWIHMIT XECTKHUI TUCK U T.I1.:

- BCTPOCHHBIC HOCHTENH MH(pOPMALMK (KECTKHE AMCKM, MUKPOCXEeMb] OTIepPaATUBHOI
MamMATH, TMPOLECCOP, MHKPOCXeMbI  CHCTEMHOM 1Tl MHKPOCXEMb] yCTpoicTs,
BCTPaUBaeMbIX B CHCTEMHbIH ONOK ycTpoHcTBa - BHAeoafarnTepa, ceTegoii [1aTh,
YCTPOWCTB BBOJIA/BBIBOA U T.J1.)

- MUKPOCXEMBbI BHEIIHUX yCTPOUCTB (MOHMTOpPA, KiaBHATYPBI,
CKaHepa M T.M.).

ONTHYECKUH OHCK,

ITPUHTEPA, 1jaoTTepa,

B ToM cnyvae, ecnm BpenoHOCHas mporpamMma MOXKeT ObITh MPOACCOLMMPOBAHA C
CHCTEMHBIM MM 0bumm T10, ¢ daiinami pasnuuHOil CTPYKTYpPBI WilH ¢ COODIIeHUsAMH,
MePEeIaRAEMBIMH 110 CETH, TO €€ HOCHUTEEM SIBJISIOTCS:

- NaKeTbl nepenaBaemMbix 1o cetu MCIT/IH coobienuii;

- daiinbl (MCNoNHsAEMbIe, TEKCTOBbIE, rpaduvecKue u T..1.).

[Ipy BO3HMKHOBEHMM YTpO3 W3 HaHHOl TPYNIbl TOSBIASETCA TMOTEHIHATbHAS
BOSMOXXHOCT HAapyLICHUs KOH(HMICHIMAIBHOCTH, LEJOCTHOCTH, AOCTYTHOCTH M JPYIUX
XapakTepuCTHK Oe3omacuoctu I1/1H.

7.1.3. CruxuitHple HCTOYHUKH yrpo3 GesomacHoctu [/

CruxuiiHble HCTOYHMKM yrpo3 OTIHYAETCS  OGOBIINAM pasHoOOpa3uem ©
HECIIPEAICKa3yeMOCTBIO U  SBIISIOTCS, KaK [PaBWJIO, BHEIIHMMHM 110 OTHOLIEHHIO K
Opranusaunu. ITox HUMM, OpeXae BCEro, paccMaTPUBAIOTCS pasld4YHble TPUPOIHBIC
KaTaKJIM3MBI: TIOXKaphl, 3eMJIETPACEHUS, yparaHbl, HABOAHEHUsS. BO3HUKHOBEHHE 3TUX
MCTOYHUKOB TPYIHO CIIPOTHO3HPOBATH W WM TSKENO INPOTUBOAEHCTBOBATH, HO IpPH
HACTYIUICHUH TTOJOOHBIX ' COOBITHH
HapymaeTcsi TaTHoe ¢yHkuuonuposanue camoit UCII/IH ¥ ee cpeicTB 3aiiuThl, YTO
NOTEHIIUATBHO MOXET MPUBECTH K HApyLICHUIO KOH(HIECHIMAIBHOCTH, LEIOCTHOCTH,
JAOCTYITHOCTH H JIPYTHMX XapakTepUCTUK Oe3omnacHocTu [1/1H.

3aimTa OT YIrpo3, UCXOIAIMX OT TEXHOTEHHBIX M CTUXMUHBIX MCTOYHHKOB YIpo3
besomacocti  IIJ[H,  periaMeHTHpyeTCs  MHCTPYKUMSMH, pa3pabOTaHHBIMH U
YTBEPXKICHHBIMH OIIEPATOPOM C y4eToM ocobeHHocTel skcrutyatauun MCIT 1.

8. Moaeab HapylHTe sl 6€30NaCHOCTH NMePCOHANBHBIX JAHHBIX

AHau3 BO3MOXHOCTEH, KOTOPHIMH MOXeT 00JiafaTh HapyIIHTeNb, NPOBOIUTCS B
paMKax MOZIeIH HapyLIUTes.

IIpu paspaboTke Mozenu HapymmTeNs 3aQUKCHPOBAHBI CIIEAYIOLIHE TOTOKEHHUS:

1. besomacnocte ITlz B MCII[IH obecrieunBaeTcs CpeacTBAMM  3aIUTHI
uapopmaunn  MCIT/IH, a Takke HCIOJIb3YyeMbIMH B HHMX HHGMOPMAILMOHHBIMH
TEXHOJIOIMAMH, TEXHUYECKUMHU M NPOTPAMMHBIMH CpEICTBaMH, YIOBJIETBOPSIOIIUMH
TpeOOBaHUAM 1[0 3aMTe WHPOPMALMH, YCTAHABIMBAEMBbIM B COOTBETCTBUU C
3akoHonarenscTBOM Poccuiickoi denepanuu;

2. Cpencraa 3amutel uHpopmaruu (C3W) mwratHo GpyHKIMOHUPYIOT COBMECTHO C
TEXHUYECKUMHU M TIPOIPAMMHBIMH CpEJCTBAMH, KOTOpbIE CIOCOOHBI TOBIHMATH Ha
BBITIONTHEHHUE nIpebsBiaseMbix K C3U TpeboBanuii;
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[1Ia ot NeNCTBHUH, BMHOHH”%M,
ontomounit (Hanpumep, C3H e o
1 ;
1, KOTOPBIM MPEOCTABIEHO Mpagg |
d ¥

3. (C3U ue moryr obecneduTh BaUIHE“Y
paMKax TpelocTaBIeHHbIX cyObeKTy AeHCTBHA I
obecrieunts 3amty I1JlH oT pacKpbITHA TALaM

JOCTYTI K 9TUM JIAHHBIM). }
8.1 Onucanue HApyUIHTe/IeH

0BOI'0
C TouKM 3peHUs HalWuug 1paBa [MOCTOSIHHOTO  HJIM  pa3s AOCTyna
konTponnpyemyto 30ny (K3) o0bekToB pa3sMelleHHs UCTI/Is Bce usndeckue myy,

MOIYT OBITH OTHECEHDBI K ClelYOLIUM IBYM KaTeropusm:

- kateropus | - ImMia, He MMeloulMe NpaBa J0CTyna B KOHTPOJTHPYEMYIO 30my
HUCT 1 n;

- xateropus Il - nnua, uMerouxe NpaBo JOCTyNa B KOHTPOJIMPYEMYHO 30HY MCTI1/1a.

Bee norenunanbabie HApYIIUTENU MOAPA3AETIAIOTCS Ha:

- BHEUIHMX  HapyluTene#, OCYyLeCTBISIOLIMX  aTakkd  H3-3a  IPEIC]IOB
KoHTpomupyemoit 30ub1 UCIT/1H;

- BHYTPEHHUX HapylUWTelel, OCYILIeCTBISIOLIMX AaTaky, HaXxomsiCh B IIpe/ejax
KOHTpOnupyemoi 30861 UCIT/IH. :

B KadecTBe BHeIHero HapyluTeNs KpoMe JMI KaTeropun I 1omkHpl
paccMaTpMBaTLCS TaKKe nula Kareropuw 11, Haxopsmmecs 3a npexenamu K3.

B ornoumennn MCIIJIH B KkadecTBe BHEIIHEro HapyIIMTENAMH M3 4HCIa JIHUI
KaTeropuu I MoryT BeICTYIIATH:

- ObIBIIME COTPYAHUKH Opranusaniu

- IIOCTOPOHHHE  JIMLa, [BHTalomuecs NOay4uTh goctyn k  IIJle B
HHHUIIUATHBHOM TOPSIIKE;

- IPEACTAaBUTEIIH IIPECTYIIHBIX OpPraHu3aI|i.

BHeIHWHI HApYyILIUTEIb MOXKET OCYIIEeCTBIATh:

- mepexBaT oOpabarpiBaeMbIX TexHudeckumu cpeactsamu MCITIu I1/In 3acyer ux
yredku no TKVYM c ucrolp30BaHUEM I[OPTAaTUBHBIX, BO3UMBIX, HOCHMBIX, a4 TaKKe
@BTOHOMHBIX aBTOMAaTHYECKUX CPEACTB Pa3BE/IKH CEpUUHON pa3paboTKy;

- JNeCTpyKTUBHBIE BO3NEHCTBHA  4epe3  JJeMEHThl  MH(OPMaIHOHHOH
undpactpykrypsl MCIT/IH, KoTopeie B MpoLEcCe CBOEr0 JKM3HEHHOTO MK
(MojilepHH3aIKs, COTPOBOKICHUE, PEMOHT, YTHIIH3AIMA) OKa3bIBaKOTCA 3a npeaenamu K3;

- HEeCaHKUHMOHUPOBAHHBIA NOCTYN K HHOOPMALUH C UCIIOIb30BAHMEM CIIELHAIbHBIX
POrPaMMHBIX ~ BO3IE€HCTBUH  IOCPEACTBOM  IIPOTpaMMbl  BHPYCOB, BPEAOHOCHBIX
porpaMM, alrOpUuTMHUYECKUX HIIHA ITPOrpaMMHBIX 3aKTal0K;

- nepexBaT UH(OPMALIUH, IIepeJaBaeMON II0 CETSM CBS3H OOLIEro MOJb30BaHMs HiH
KaHAaM CBSI3M, HE 3allMIIeHHBIM OT HECAHKIIMOHHPOBAHHOIO IOCTYTa (HCH) x
WH(pOpMAalMy OpraHU3allMOHHO- TEXHUYECKHMH MEPaAMH;

- ataku Ha MCIT/IH nyTem peanusanuy yrpos yIaleHHOro 10CTyIa.

8.1.1. Buyrpennuii Hapymurens (nuua kareropuu II) monpasjensercs Ha BOCEMB
TPy B 3aBUCMMOCTH OT criocoba ¥ MNOJHOMOYHMH J0CTyna K UH(OPMaIHOHHBIM
pecypcam (UP) UCT1/1x.

1. K mepBoii rpymme OTHOCSTCH COTPYAHHKH TMPEANpPHATHH, HE SBISIOIIACCH
3aperHCTPHPOBAHHBIMY I0/IB30BaTeNsMI i He nomyiuernbie k P UCILIH, Ho nveioue
CaHKLIHOHMpOBaHHbIM noctyn B K3. K 210l KaTeropud HapyUIMTEICH OTHOCATCA
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COTPYIHUKH PpasIHYHBIX CTPYKTYPHBIX nojpasjeneHu IpeanpusTHii: SHEPIreTHUKH,

CaHTEXHHUKH, yOopIiuuibl,
COTPYZIHHKH OXpaHbl M JIPYTHE Jinla, obecrieunBaroIne HOpMaIbHOE q:vyHKumHHpoBaHHe

o6bexTa HhopMaTH3aLHH.

JIuo na"nHo# rpyrnibl MOXeT:
- pacrojaraTh HMMEHaMW M BEeCTH BBISAB/IEHHE [MApOJIed 3aperuCTPUPOBAHHBIX

nons3oBarenei MCIT/1H;

- u3MeHATh KoHdurypaumio TexHudeckux cpeiacts obpadbotku I1/IH, BHOCHTH
iiporpammHo-annapatibie 3aknanku B [ITC MCII[An u odecreunBath cheM HHPOpMaiin,
HCIIONBb3YS HEMOCPEACTBEHHOE MOJKIIOUEeHHe K TeXHHYECKMM cpejicTBaM 00paboTku

MHOOPMaLHH.
2. Ko BTOpoii rpymnne OoTHOCATCS 3apeructpupoBaHHble mnosp3osarenn WMCIT/Ix,

ocyuecTBisitomue orpanndennsii goctyn k MP UCII/[IH ¢ pabovero mecra. K 3Toi
KaTeroOpuHu OTHOCSTCA COTPYAHUKH NpPeANpUsSTHI, UMEFOLIHE [IpaBo I0CTYTa K JOKaIbHbIM
WP WUCTI/lg ans BBITTOTHEHUs CBOMX JOJDKHOCTHBIX 00S3aHHOCTEH.

JIlunio nanHO¥M rpynmer:

- 00/1a1aeT BCEMU BO3MOXKHOCTSIMU JIUI] TIEPBOM KaTerOpuu;

- 3HaeT, [10 MeHbIIeH Mepe, OTHO JTeralbHOe UM J0CTYIIa;
- obnamaer BceMH HeOOXOAMMBIMH aTpuOyTramu  (HampuMep, [apoiem),

obecneyuBaroum goctyn Kk MUP UCIIH;

- pacnionaraet I1/1H, K KOTOpBIM UMeET AOCTYII.
3. K Tpertweil rpyire OTHOCSTCS 3aperHCTPUPOBAHHBIE I10JB30BATENIM MOACHCTEM

WUCII/Is, ocymecTBisiomne yaareHHsld goctyn Kk IIJ[H mo JiokampHOM ceTH

OpraHu3aiuu.

JIu1o 1aHHOM IpYIIIIBI:
- 001a1aeT BCEMU BO3MOYKHOCTSAMMU JIMI BTOPOH KATErOPUH;
- pacnonaraer uHpopmaruei o romonoruu cetd MCII/IH u cocraBe TeXHUYECKHUX

cpencts UCIT/IH;
-  HMeeT BO3MOXHOCTb

texangeckum cpenctBam (1TC) UCIT/IH.
4. K deTBepToii IpyIIie OTHOCATCS 3aperucTpupoBanHble nons3osatend UCTIIH ¢

IMOJHOMOYMSAMY aIMHHHCTpaTopa 6e3omacHocTd cermenTa (dparmenrta) UCTT/IH.

JIn1o 1aHHOW IpyIIIbL:

- obnamaer monHOM — HMH(OpMalLHMEH O
IpOrpaMMHOM obecriedeHuH, ueronb3yemoM B cermente MCIT/IH;

- obnagaer  mOJHOM — WH@OpMauMedH O  TEXHHYECKUX  CpeAcTBax  H
koH(@urypauuu cermerra MCI1/1n;

- UIMeeT JIOCTYII K CPeACTBAaM 3alliThl HH(GOPMALMH U IIPOTOKOIUPOBAHUSA, @ TAKKE K

OT/IeJIbHBIM 3JIeMeHTaM, Ucnob3yembiM B cermente MCIT/IH;

- IMEeT JIOCTYIN KO BceM TexHudeckuM cpejctBam cermenta MCIT/1H;

- obmajaer npaBamMu KOHQUIYPUPOBAHMS M  aJAMHHHMCTPATHBHOH HACTPOUKH
HEKOTOPOI'o MOJAMHOKeCTBa TexHu4yeckux cpeacts cermenta UCIIT/IH.

d. K nstoi rpynme OTHOCATCS 3aperuCTpHpOBaHHbBIC [0J1b30BATEIH  C
[IOJITHOMOYHSMH CHCTEMHOTO aJIMMHUCTPATOPa, BBITOJHSAIOIEr0 KOH(UIYpPUPOBaHHE H

npsMoro  ((uU3M4ecKoro) JocTynma K  OTJeNbHBIM

CUCTEMHOM H [IpHUKJIaJHOM
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OBaHH :
ynpaBieniie mporpavMbiM ofecriederten 1 000py 6esonacy,
'3a . »
oTBeyarolee MOHHTOPHHTA, pe3epBHOIO I\OHHPOBaHLm :

3amuiaeMoro  obbekTa:  CpelcTBa l
AHTUBHPYCHOTO KOHTPOJIS, 3allUThl OT HECAHKUHOHHUPOBaAk

JIu1io nanHOM rpynkI: .
- o0slataeT MONHON MH(pOpMaIHeld O CHCTEMHOM, CleNHaTbH

npuknaanom I10, ucnonszyemom B UCTT/IH;

- obnanaeTr monHoi uHbopmanueit o TC u koHGUrypauuu WUCTI/TH

- uMeeT noctyn ko Bcem TC UCTI/IH v JaHHBIM; .

- Obnanaer npasamu KoHQUrypHpoBaHMS ¥ aJIMHHUCTPATHBHOH HACTPOHKHTC

NCTT)14.
6. K wecroit rpynme orHocsTes sapeructpupoBatHble nosb3oarend MCII/Ix
© TOIHOMOYMAMU  aMHHHCTpaTopa GesomacHocTH OpraHH3alMH, OTBEYAIOLIEro 3a
cobimonenue IIPaBHII pa3srpaHudeHus A0CTyma, 3a reHepalHr KIKYEBBIX 3JIEMEHTOB,
CMEHy  maporei, Kpunrorpaduyeckylo sammry uHGOOPMAUHH. AIMHHHCTPATOp
Ge3onacHoCTH ocylecTBseT AYIMT TEX XKe CPeJICTB 3alUUThl 00BEKTa, YTO U CHCTEMHBIH
aIMMHUCTPATOP.

JIuuo naHHOM rpymnme::

- o0yazaer nonHoH HHpOpManueii 06 UCTT/In;

= MMECT IOCTYN K CPeNCTBAM 3allHThI HH(bOPMalHK U IPOTOKONHPOBAHHS H K 4acTH
K/04€eBbIX 31eMenToB MCIT/[x;

- HC MMCET IpaB NOCTyNa K KOHQHUTYPHPOBAHHIO TeXHUUYECKHX CPEJCTB CeTH 3a
HCKITIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

7. K cememoii rpynme otHocsTes JMla M3 4YUCla IMpPOrpaMMHCTOB —
Pa3paboTYMKOB CTOPOHHEH OpraHusaIuy, ABJIAIOIIMXCA nocTaBuMkamu 110 u juua,
obecnieyuBarolye ero COTIPOBOXIEHHE Ha 00BbekTe pasmertenus MCIT/q.

JIv1o naHHOM rpymms!:

- obnazaer uHbopmanueii 06 anropuTMax u porpammax oopaboTku uH(popmaluu B
HNCITH;

- 00OmajaeT  BO3MOXHOCTSIMH  BHECEHHS  OLIMOOK, HeJIeKJTapUPOBAHHBIX
BO3MOXXHOCTEH, NpPOrpaMMHBIX 3aKJIA0K, BPEIOHOCHBIX nporpamm B [IO UCIT/IH Ha

CTallHM €ro pa3pabOTKH, BHEAPEHHS H COMPOBOKICHHS;
- MOXET pacrionaraTh mo0bMH (parmenTamu uHbopmanuu o TC o6paGorku u

3ammnThl HHGopmauuu B UCITIH.
8. K BoceMmoli rpynme otHocsitest nepconan, obemyxkusatoumii TC UCTIy, a

TaKxe Jula, 00ecreyuBaroIue MoCTaBKy, conpoBoxaeHue u pemonT TC UCIT/IH.

JIvno naHHOM rpynmsl:
- oblajgaeT BO3MOKHOCTSMH BHeceHMs 3akianok B TC HUCII/[Iz nHa craguu ux

HOro JOCTYyIa.

paspaboTKH, BHEPEHHUS U COMPOBOK/IEHHUS;
- MOXeT pacnonarate ¢parmedtamu HHpopmanuu o Tononorun  MCII/IH,

dBTOMAaTHU3UPOBAaHHBIX pabOYMX MecTax, cepBepax U KOMMYHHUKALHOHHOM 000py10BaHUH,
a tarke 0 TC 3amuTs! unbopmammu 8 UCITJIH.

8.2 Ilpeanosioxkenusi 0 BO3MOKHOCTSX HAPYLIHTeIs
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JLns nonyueHus uexonupix AaHHbIX 0 UCT1]IH Ha
[I KAaTeropHi) MOXET OCYIeCTRISTE rnepexsar
JAHHBIX, [ICPCIABACMBIX 110 KaHa
MEKIYHAPOIHOTO HH(OPM
Jhoboii BHyTpe

pywmuTens (kak [ KaTeropuu, tak u
3aundpoBanHol UHGOPMamK 1 MHBIX
dM CBSI3H CeTSAM OOIIEro TMojb30BAHUS U (MIM) ceTsim
AllHOHHOTO 06M&Ha, a TaKKe 10 JIOKaTbHbIM ceTsim UCTT n

| T HHHH HAPYIIHUTENIL MOXKET MMEThb ¢H3H1{6CKHI:'1 HOCTYIT K JIMHUSM
CBAZH, CHCTEMAaM DNICKTPONUTAHUSA U 3a3eMJIeHu s |

[pennonaraeres,
00pa3’OM  3aBHCAT
pasme

) HTO BOMOXHOCTH BHYTPEHHErO HApYLIMTENA CyLIECTBEHHbIM
Lenns H("I'U'Ll:{ (j:;l;:ﬂﬁmgﬁx B Mpeaesax KOHTPOJIUPYEMOW 30HBI OOBEKTOB
: HbIX (hAKTOPOB, U3 KOTOPBIX OCHOBHBLIMHU SIBISIIOTCS

PORUMHBIC MCPOTIPHATHS W OpraHM3alHOHHO-TEXHUUECKHE MEPbI, HATIpaBJIeHHbIE Ha;

- IPELOTBPALIICHUE W NIpeceveHHe HeCaHKLIHOHUPOBAHHBIX AEHCTBHIH;

- NOA0OP H PacCTaHOBKY KalpoB;

- JIONYCK (DU3MYECKUX JIML B KOHTPOIMPYEMYIO 30HY U K CPEJICTBA BEIYHCIHTETHHOM
TEeXHUKH;

- KOHTPOJIb 32 NOPSKOM MTpOBeIeHUs paboT.

B cuny sToro BHyTpeHHHH HapylIMTENh He HMMEET BO3MOKHOCTH MONYUSHHS
crnennanbHbiX 3HaHuM o MCII/IH B oObeme, HEOOXOOMMOM Ui pELIEHHsA BOIPOCOB
CO3aHHs MU MpeosonieHus cpeAcTB 3amuThl [1/[H, ¥ UCKIKOYAETCsl €ro BO3MOXKHOCTH 110
CO3JaHWI0 W TNPUMEHEHHMIO CINEUHAJBHBIX  IPOrPAMMHO-TEXHUYECKHX  CPE/ciB
peanu3aluy LeJIeHaNpaBIeHHbIX BO3AEHCTBUH NAHHOTO HApyIIMTE/S Ha MOMIEXNAllHe
3a1iHTe 00BEKTHl U OH MOYKET OCYIIECTBISATH MONBITKA HECAHKIIHOHHPOBAHHOIO 0CTYIIA
k UP ¢ ucrosnp30BaHHeM TONBKO LITATHBIX nMporpammHo-TexHudeckux cpeacts MCTIIH
0e3 HapylIeHHUs UX LEJOCTHOCTH.

Bo3MOXHOCTh CroBopa BHYTPEHHHX HapymuTenedl wmexay cobo#, crosopa
BHYTPEHHEro HapyIIMTels C I1epCOHAIOM OpraHW3alMii-pa3pabOTYMKOB MOJCHCTEM
MUCI1/]1, a Takxke CroBopa BHYTPEHHErO  BHELIIHEro  HapyllWTene#d  JODKHA  ObITh
MCKJII0YeHa NMpPUMEHEHHEM OpraHHW3alMOHHO-TEXHHYECKHX M Ka/JpOBO-PEXHUMHBIX MeEp,
neiicTByromux Ha oovekTax pasmeilenus UCIT/IH.

8.3 IlpeamoioxkeHHs 00 HMEIOIHXCH Y HAPYLLHTE/IsS CPeACTBAX ATAK

[IpeanonaraeTcsi, YTO HAPYLIUTEIb HMEET BCe HEOOXOAMMBIE [UIs MPOBE/ICHHUS aTaK
0 JOCTYMHLIM €My KaHajlaM aTakK Cpe/ICTBa.

Buewnuil HapymuTens (nuua kateropud I, a rtaxke nuua kareropuu I npw
HaXOX/IeHuH 3a npejenamu K3) MOKeT MCIO0IB30BaTh ClielyIOlHe CpecTBa A0CTyma K

3aluiaeMon HHGopMaluu:

- JIOCTyNHbIE B CBOOOIHOH INpoAaXke amnmnapatHble CpPeACTBa M MpOrpaMMHOE
obecreyeHune, B TOM YHCIie MPOrPAMMHBIE U AMlapaTHbIe KOMIIOHEHTBI KPUIITOCPEACTB;

- cheuWanbHo —paspaboTaHHble  TEXHHYECKHe Cpe/lcTBa M NPOrpaMMHOE
obecrnieyeHue;

- CpeJICTBa repexBaTa | aHaIu3a HHPOPMALMOHHBIX [IOTOKOB B KaHaJIaX CBA3M,

- CIIeLHANbHBIE TeXHHYECKHe cpescTBa nepexsata HHbopmanuy no TKYH;

- wratHele cpeacta MCII/IH (TONBKO B Ciiydae WX pAclOIOKEHHsS 3ampeeiaMi
K3).

BHyTpenHuii HapymmTeb U1 0CTyTA K 3aLIMIaeMON HH()OPMAIIHH, cojiepKalllen
[1/IH, MoxeT wucmosib30BaTh Toibko mmTarHble cpeactBa WMCITH. Ilpu 3TOM ero
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8.4. Onueanne
nenoJIL3OBATL HapylinTey,
’ ! J‘i!;{

I(H']Ui'llnll.‘ Ni(l}l{(‘l'
PIOTT L, stJisioTest:
K 0OnmeKTy  (BUIYAIBHO-ONT U

CKMi

TN ATk,

Bo3MOKHBIMIT R
1K Al IAeMoit nndropmatunit B

Hel ILTL‘["&‘.'[L‘ rpeHioro JOCTYI il

TOCTY I
Kauainl

]-“]l|k‘L'|\']l“\’;
B TOM "YTHCIHC CHLECMHBIC, CIL 1)
ek e |

AKYCTHYCCKITL (M

» VICK TPOHIBIC nocnTean niopmartii,
w3 ynorpeOacHins;
GVMAKHBIC HOCHTECTH pngopmatiikg

' AMMHO-annapaTibiC cpe/ieTna NCTT] L,

KOMMY TallHOHHOC 00OpY/IOBAHKE, PACTIONOKEH bie &

u ne sammentnsie ot HCJL « uudopmarmy
Mai|

]"C'\!OII T 1 BLIHC UL e

WTATHBIC TPOTP
KaOCABHBIC CHCTCMBL M
npeaenaN KOHTPOIPYCMOiT  30HbI
OHHO- TEXHHUCCKHMH MEpaMH,

TKYH.

\"f["l“ﬂHH'?ﬂllH
HEe3alHIICHHDbIC KaHaAllbl CBSI3H,

™
8.5, Tun HAPYLIHTEs NPH HCNOJb30BAHHHA B UCIIn kpunrorpadpuyecknx ‘.
| cpeicTB 3aMTHI HHpopMauuu
[Tpu obmene uHpOpMaUUend MEKY UCIT[IH ¥ BHELUHUMM I[10 OTHOLLEHHIO
MpenpUsTIHIO HHPOPMALMOHHBIMM CHCTEMaMH HEOOXOMUMO HCIOJIB30BAHHE Cpe; -K
Kpnm'orpa(j)mec:}(oﬁ samuTsl uapopmanuu (CK3M). P
C}\'gﬁll pPOBEHb KPHNTOrpaiuecKoil 3allMThl MEPCOHATBHBIX JaHHBIX, ODecredHBaemoi
. ompejensieTcsi IIyTeM OTHECEHHs HapyLMTens, NEeHCTBHIM KOTOPOro AOJKHO

poT
poruoctosTh CK3U, K KOHKPETHOMY THILY, ¥ 0a3UpyeTCs Ha IOAX0/aX, OMUCAHHbIX B

«MeToau4ecKUMHA PEKOMEH, 11 eaCT
JalusaMHy 110 obecrie4yeHHIO C 10 18
y MOLIBKD KPHUIITOCPEICTB
0e30IIaCHOCTH
[IEPCOHAIBHBIX
[AHHBIX
npH HX 06pa60TKe B I/IH(i)OpMaL[HOHHBIX CUCTeMax IEepCOHaNbHBIX JaHHbIX C

HUCTOJB30BAHUEM CPEACTB aBTOMATHU3ALMHY.

9. AkTyajbHble Yrpo3bl 0€30MaCHOCTH NEePCOHANbHBIX JaHHBIX B
P— ::fzgm;n;:gnﬂr;mx CHCTEMAX MePCOHAJbHBIX JAHHBIX
T i e nomganeq-Hﬂ yrpo3 GesomacHoctH [1/IH akryaibHBIX A
eJIst:
- YPOBeHb HucxoHoM 3ammumedHoctd UCIT/IH;
- 4acToTa (BEpPOSTHOCTD) pealu3aluu paccMaTpuBaeMOM yrpos3bl.

9.1. Yposen 7
p b HCXO/AHOH 3aIHINEHHOCTH Hud)opmaunmmoii CHCTEMBI
NepPpCOHAbHBIX TaHHbI
[lon ypoBH i B T
eM HC i
HOKagaTepr iad Hc,)io;mon sanuiensoctn MCITJlH nmoHAMACTCA 0000 LEHHBIH
o H,epequb WA OT TeXHHYeCKMX W HKCILIyaTAlMOHHBIX XapaKTEpHUCTHK
o A@HHBIX XapaKTepUCTHK W I0Ka3aTe/H 3allMILEHHOCTH UCT1/H,
CAIIME OT HUX, MMOKa3aHbl B TAOIMIIE
9[2.
Mokasarenn, orHocsmuecs Kk YUpesKIeHHIO BbileJeHbl HKHD HEAM
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KYPCHBOM.
Jlns onpenenenus wexonmois
| I AHOH 3aiuiney
HoctH UCTI/Tn nomx
HO OBITH paccyyr
aHo

OLEHTHOE  COOT
p HOWNCHHEe  kayorg YPOBHA  3amuigen
xapaKTEPUCTHKAM, UMEoLmM mecto s UCTT1x | B

Tabau . ; i
ua 9.1 - Mokasarean HCXOAHOM 3amnImennocTn HUCITIn

_—______—-_—_-__—_—‘———-—_ = - i

——— Y

B C H

ITo meppumopuanshomy pazmewenuro

1oxkanbras UCTI/n, passepuyras Tpenenax oaHOro +
37IaHUS 4

Ilo nanuuuio coedunenus ¢ cemamu obuezo
NO1b306AHUSA

NCT1T1, nveromas MHOTOTOYCTHBIH BBIXOJI B CETh ' "
| obwmero nonb3oBanus

\ WUCTI/IH, umerommas om0 TOYeIHEIN BBIXOJI B CeTh 00IIEro 2
TOIB30BAHUS | —‘

UCTI/In. du3uuecku oTaeneHHas OT ceTH 06mero *
NI0JIb30BaHMS

R

ITo 6cmpoentsim (nezanbHbim) Onepayuam ¢ 3anUCAMU
o6az ITn

HTEHHE, TOUCK

3a0HCh, YIMICHHE, COPTHPOBKA

MoaudUKaLs, epeaada

Mo pazzpanuyenuto docmyna K nepcoHaIbHbIM OQHHBIM

UCTI/IH, K KOTOpOi UMEEeT AOCTYI ONpENEICHH I
repedeHb COTPYIHHUKOB OPTaHM3aIMH, SBJISIONIUMCS

pranensnem UCITH

WCIT/IH, Kk KOTOPOH HUMEIOT JOCTYI BCE COTPYIHHKH
OpraHu3alHu, SBISIOIeHCs BIa/eTbleM

WCII[H ¢ OTKPBITEIM JOCTYIIOM

Ilo nanuyuio coedunenuii ¢ opyzumu dazamu II/Tn unoix

@ HCIIn

WUCII]11, B xoTOpO# Mcnob3yercs onna 6aza [1/11, +
NpHHAJUIeXalas OpraHu3alyy - BIaJe/bly JaHHOH
UCTTTn

o yposuro 0606wenusn (obe3nuuusanun) I/Tn

UCI1/IH, B KOTOpO#H NpeaocTapiseMple [10JIb30BATEN0 +
JIaHHbIE SBJISIOTCS 00€3IMYEHHBIMH

UCII/In, B koTOpO# 1aHHbIE 003 THYUBAIOTCA TOJIBKO TTPH
nepejaye B Apyrue OpraHu3aiiy U 00e3IHIHHBI [P
OPEIOCTABICHMIO 110JI630BATEI0 B OpraHyu3alliy

WUCII/In, B k0oTOpOI NpeocTaBiseMble HOJIb30BATENO
JAHHbIE He ABJISIOTCS 00e31MYeHHBIMH '

ITo o6wemy IT/TH, Komopsie npedocmagnaAmMesn
cmoponrum noavsoeamenam HCII/Iu oes
npedsapumebHou 06padomKu

| UCI1]Tn, npenocrasnstomas sero 6a3y nansbix ¢ [1/1x
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TSI e +
UCII/1s, npenocTapnsiionias 4acTh [1In
UCII/In, He mpeaocTaBIsIONe HUKAKOH “HpOpMaAIHH
Konuuecmeo pewenun 7
Obwee Konuuecmeo peuteHul

& % [LIEHHOCTH,
IMpunumaercs, uto UCTT/lH umeeT BbICOKMI ypoBeHb HCXOLHOH 3aIlHI

ecmu He meHee 70% xapaxtepuctuk MCITJIH coOTBETCTBYIOT YPOBHIO «BBICOKHI, a
OCTaJIbHbIE YPOBHIO «CPEIHUN.

B cnyuae, ecnu He menee 70% xapakrepuctux MICIT[{H OTHOCHTCS K yPOBHIO «HE
HUXE CPEIHEro», a OCTallbHble K YPOBHIO «HH3KHI», TO MCXO[HAs 3aLUUIICHHOCTh
HUCTIT1 6ynet cpeanero yposHs.

Bo Bcex ocrampmeix caywasx MCIT[z  Gymer uMeTh HH3KHH YpOBeHb
3alIHIIEHHOCTH. .

Hexons u3 kputepues oneHku, nenaem BbIBO, uTO MCIT/IH YupexnaeHus HMeEET
HU3KWH YPOBEHb 3aLMIIEHHOCTH.

9.3. Onpenenenue AKTYyaJIbHBIX YIpO3 0€30MacHOCTH NePCOHAIBHBIX JaHHbIX IS
OUCHKM  ypPOBHS HCXOJHOH 3alIMIIEHHOCTH BBOAMTCS KOS(QDHIMEHT HCXOAHOM
3aIHMIIEHHOCTH Y 1, KOTOPBIH MOKET IPHHUMATE 3HAYCHHS:

0 - 119 BBICOKOM CTEleHu HUCXOIHOM 3alHIIIEHHOCTH;

5 - 1g cpeiHe# CTeNeHH UCXOTHOM 3alUIIEHHOCTH;

10 — 171 HU3KOM CTeNeHH UCXOMHOM 3alHILEeHHOCTH.

CrenyromuM mapameTpom, HeOOXOIUMBIM TS OTpeNeIeH!s] aKTYalIbHOCTH YIPO3
6esonacHoctu IT/IH, siBnsercs wactora (Miu BEPOSITHOCTB) pealHu3aliu yrpos3bl, MO
KOTOpOH NMOHUMAETCs OTIPEJIENIEHHBI  JKCIIEPTHBLIM yTeM  IIOKa3aTeb,
XapakTepU3YIOLUIUH BEPOATHOCTh peaiu3allii KOHKPETHON yrpossl GesomnacHocti 1)1

IU1S NCITdn B peanbHbIX YCIIOBUSIX ee
GyHKIMOHMpPOBaHUS. BBOIUTCS 4YeThipe 3HAYEHHS 3TOTO MOKA3aTels, 0003HAYAEMOro
Kak Y2:

MaJIOBEPOSATHO - OTCYTCTBYIOT OOBEKTHBHBIE IPENNIOCHUIKM JUIS OCYIIECTBICHUS
yIrpo3bl (HanpuMep, yrpo3a XUIIeHUs HocuTeled UHPOpMaLIMK JIMLAMU, HE UMEFOIIAMHU
JerajJbHOro J0CTYyIla B IIOMEIIEHHE, I'/Ie NTOCJIeJHUE XPAHITCS ),

HU3Kasg BEpPOSITHOCTh - OOBEKTUBHBIE MNPEANOCBUIKH IS pealu3alid yrpo3sl
CYLLUECTBYIOT, HO TIPUHATBIE MEpbl CYLECTBEHHO 3aTPYJHSIOT ee pealu3alllio
(Hanpumep, UCIOJb30BaHbl COOTBETCTBYIOIIUE CPEACTBA 3alUThl HHOOPMALIHH);

CpellHsIsl BEpPOSATHOCTb - OOBEKTHBHBIE MPEANOCBUIKA IS pealu3aluu yrposbl
CYLLECTBYIOT, HO IPUHAThIE Mephl oOecniedenus Oe3onacHocty [1/{H HEOCTATOUHET,

BBICOKasl BEPOSITHOCTD - 00BEKTUBHBIE ITPEATIOCHLIKH [T peau3aliy yrpo3bl
CYLIECTBYIOT U MephI 110 obecrneuenuro besonacHocTH [1/1H He MPUHATEIL.

JlanHBIN TIOKa3aTe b MPUHUMAET ClIeIYIOIHe 3HAUeHHS:

0 — 1718 MaJOBEpPOSITHOM Yrpo3sl;

2 - JUIsl HU3KOH BEPOSITHOCTH YIPO3bI;

5 — nns cpenueit BEPOSITHOCTH YIPO3HI,

10 - 17151 BBICOKOIT BEpOSTHOCTH yrpO3bl.

Vcrionb3ysi 3HaueHWs NpUBEIEHHBIX Bblure Mokasateqed Y1 u Y2, BBIYMCIACTCS

KO3(P(ULHEHT pealu3yeMOCTH Yrpo3sl Y, OMNpeIessieMbld COOTHOUICHHEM Y =



(Y1+Y2)/20.

YTPO3sl Nipu3HaeTcs Cpeanen; 0,6 <Y < (8§ -
COKOH; ,

TIPU3HAETCSA OYE€HBb BBICOKOIA.

M Kaxaou yrposs! I1u mns UCTI s, Januas
P M TIONy4aeTCsl IMyTeM OMpoca JKCIEPTOB B
Jaunast ouenka nmeer TPH 3HAYEHHUS:

- HH3Kas OnacHocTe - ecnM  peanwusanus YIPO3bl MOXET TIPUBECTH K
HE3HAYUTCIIbHBIM HEIaTUBHBIM MOCIIEACTBUSAM IS cybowekTos [1]1H;

- CPEJHSS ONMacHOCTh - €CIIH PeaAn3alus yrpo3bl MOXKET MPUBECTH K HETATURHEIM
MOCIEACTBUAM Uit cyObekToB I1/1H;

- BBICOKas OMACHOCTh - €CAM pealn3auds yrpo3sl MOXKET TPHUBECTH K
SHAYUTEJIbHBIM HETATUBHBIM MOCNENCTBHAM JUIS Cy6bekToB [1/]H.

ITocrne mpocuera Becex mokasareneit MPOU3BOAUTCS OLIEHKA aKTYalbHOCTH KaXI0M
yrpossl GesonacHoctu IT/[H mpu ux obpabotke B MCII/IH ucxomst ©3 marpulsl,
npuBeaeHHas B TabnuIe 9.2.

Tabanua 9.2 - Marpuua pacyera akTyaibHOCTH yrpo3 0ezonacHoctu [1/1n

PEAM3yeMOCTb YIPO3bl IpH3HaeTcs iy
Y>0,8- PEANN3yeMoCTh yrposp
Hanee naercs omenxa OITaCHOCT

OLICHKA HOCHUT 3KCHEePTHBIN XapakTe

obnactu GezonacHocTn HHbOpMaIHH.

Peanuszyemoctsn IToka3zaTe, b ONACHOCTH Yrpo3bi |
YIrpo3bl Hu3kasn Cpennss Boicokas |
L Huzkas HEAKTYa1bHad HeaKTyalbHas aRTVaJibHaA \
J CPEJIHSIH HE€aKTvaibHas AKTYyaJlbHAaA aARTyaJlbHas
[ Bbicokas aKTyaibHas aKTyabHas aKTyaabHas
[ Ouenb aKTyaibHas aKkTyajbHas aKTyaJIbHas

Ha ocHOBaHUM MONOXKEHUH MOJENH YIpo3, MOJENM HAPYIIUTENS, AAHHBIX 00
ucxonnow sammuierHoctd UCTIAH (Y1), koadduumenrte peanusyemoctu yrposst (Y),
BEPOATHOCTH ee peaiu3auuu (Y2), a Takke SKCHEPTHOH OLEHKH ONAcHOCTH Yrpo3bl,
OTIpe/IeNIAETCS aKTyallbHOCTh KaXKI0H yrposbl OesonacHocTd [1/IH, oOpabatbiBaembix B
NCIT/n. (Tabnuua 9.3)

Tabnuna 9.3 - AKTyasibHOCTh Yrpo3 OesonacHocTy [1]/1H

Yrpo3sa Oe30nacHOCTH Beposta T "
OCTb Koadduuunent Ouenka Oruenka
peantH3all | pealiu3yeMOCT | OMACHOCTH | aKTyalbHOCTH
HH H YIpo3bl YIpO3bl YI'PO3bI
VIPO3bl
Pasrnamenwue, nepenava |
YW YTIATA. ATPROY TOR 5 0,75 cpeiHss akTyaibHas |
pasrpaHUYeHHs J10CTyNa K
UCTI | _lI
Hapymenue npasui | II
XpaHeHHs aTpuOyYTOB 5 0.75 HU3Kas aKkTyaIbHas
pasrpaHHuyYeHHs 10CTYIIA K i
| UICT/Tn |
' Hecoobmerne 0 hakrax . | !
YTpaThl. KOMIIPOMETAIHH 10 1.0 | BBICOKAas | QaKTyalbHas

_ {.!I'PHG}'TOB pasrpaHH4cHHA —




]

noctyna k MCTI/IH
BHenpeHne areHTOB B
YHCJIO [IEPCOHAIa CHCTEMBI

HecaHKIIHOHHPOBAHHBIH
3aMmycK TEXHOIOTHYIECKHX
MporpamMmm, crocoOHBIX TTPH
HEKOMIIETEHTHOM
HCTONB30BAHUH

BBI3BIBATE NMOTEPIO paboTo-
c11ocoOHOCTH CHCTEMBI MJIH
OCYIIECTBASIOLIHX
HeoOpaTUMbIe U3MEHCHHS B
cucreMe (popmaTupoBaHHe HITH
PECTPYKTYPH3ALHUK HOCHTECH
nadopmanmu, yaajieHue
JIaHHBIX M T.11.)

_________________—-—.-—-—'_'_'_‘_‘—

S

BbICOKAA
L e

0.6 BbICOKAA

aKTyasbHas
e

A\

‘II

aKTyalpHas

Beon ommnb0YHBIX JaHHBIX

10

1,0 HU3Kas

akTyabHasd

|
|
|

JeticTrus COTPYIHHKOB,
npusonamue K '-laCTH’-IHOMy HIIH
MOJHOMY OTKa3y CHCTEMBlI HIIH
HapyLIeH!Io paboTo- crocobGHOCTH
annapaTHbIX HIIH MporpaMMHeIX

CPEICTB

0,75 BBICOKASA

aKTyaJbHas

'_I/Irnopnposaﬁue

OrpaHu4yeHH i

OpraHu3alMOHHBIX
npaBujl)  1pH

(yCTaHOBJIEHHbBIX
pabore ¢ I1]1

10

1 cpeaHas

aKTyasibHasd

duzngeckoe paspylueHue
HIM BBIBOI M3 CTPOS BCEX WIH
OTHENbHBIX  Haubojiee  BaXHBIX
komnoHenTos UCIT/IH

0,5 BBICOKASA

aKTyajlbHas

Bakynku HECOBEPILEHHBIX,
YCTapeBUIKUX HITH
HenepcrneKTHBHBIX CpEeJCTB
HHDOpMAaTH3aLHH 4
MH(OPMALIHOHHBIX TEXHOJIOTHH;

0,5 HHU3Kas

HeaxkTyallbHad

XuuleHHe HOCHTeNEeH
uHdopmaunu, coepxatux 171

0,6 BbICOKaA

aKTyajbHas

To >ke, BHELIHHH HapyLUHTEb

BBICOKAA

0,6

aKTyalbHas

He3zakoHHOe nony4yeHHe
naposied U Ipyrux peKBM3HTOR

0,75 cpefHss

aKTyasibHas

pasrpaiuyenus noctyna k MCT1/IH
To s>xe, BHELLHUi HAPYLUMUTENb

%)

0,6 cpeaHss

aKTyajbHas

HecankiosupoBaHHas
MoaM(pUKaUKUs NIpOrpaMMHOro

BbICOKaA

aKTyasibHas

obecneueHus

(8]

BbICOKAA

aKTyabHas

To ke, BHELIHUA HAPYLIUTETb
[epexear I1]1,

0.5 BhICOKAd

aKTyalpHad

nepe1aBacMbIX [10 KaHalnaM CBA3H
To xe, BHELUHWH HapylIUTeNlb

o o

0.5 BbICOKas

HecaHkuMOHUpOBaHHOE
KOTIHPOBaHHE HOCHUTEICH

uHpopmaunu ¢ I1J]

0,75 cpeaHsis

aKT fi’:U'[bHaﬂ

aAKTyaJlbHas

06 | cpeanmn |

To e, BHEUIHWH HapYLIHTEb

aKTya/lbHas




YreHnue 0CTaTOYHOM
HH(pOpPMALIMH H3 ONEPaTHBHOM
MamMsTH U C BHELTHHX
3aMOMHHAIOLIMX YCTPOHCTR

To e, BHELUHUH HapyLIMUTE b

19

0.5

HH3Kasa

-

HeaKTyalbHas

0,5

HHU3Kad

HeaKTYaJibHas

Henpennamepennoe
3apaKCHHE KOMIbIOTEpa BUPYCaMH

0,75

HHU3Kan

aKTyasnbHas

IpenHamepeHHOE
3apaKeHHe KOMIbKOTepa BHPYCaMH

HHU3KafA

aKTvajbHas

BmetateascrTso B nporecce
¢ynkumnonnposanus UCTTH .
ceTei obuuero nosb3oBaHus ¢
LIe/TbH0 HECAHKLIMOHUPOBAHHOI
MOAM(HUKALIMH JAHHBIX

0,75

BbICOKAA

|
AKTya/lbHaA ~

To »xe. BHEIIHWIA HapyIOUTE b

0,6

BbICOKAs

akTyanbHas
|

HecaHKLMOHMPOBaHHOE
BHEJIPEHHEe U UCTOb30BaHHe
HEYUTEHHbIX NIPOrpamMM, He
ABJAAIOLIHXCH HEOOXOAHMBIMH 11715
BBIMOJTHEHMS COTPYAHUKAMM CBOMX
ciyxebHbIX 0093aHHOCTEH

1,0

cpeaHss

aKTyasibHas |

To e, BHELIHHHA HAPYIUHUTEND

0,75

cpe/iHss

akTyaibHas

HeyMsbilunenHoe
MOBPEKIEHHS BHELIHHX
KabelbHBIX CUCTEM CBS3H

0,6

HH3Kad

HeaKTya/ibHas

Bo3HuKHOBEHHE MOXKapoB B
HernocpeICTBeHHOH 0JIM30CTH K
eHUSIM, B KOTOPBIX
obpabareiBatotes I1/] u apxuBam
[1]] pe3ynbTaTe HEHCIIPABHOH
3JIEKTPONPOBOIKH, HEMCIIPABHBIX
TEXHUYECKHX CPEACTB, HapyLIeHHA
COTpYJHHKaMH NpaBH.I
NPOTHBOMOKAPHOH B€30MacHOCTH.

0,6

BBICOKAsA

aKTyajbHas

Paspyuuenue 31aHHH,
OTAENbHBIX MOMELLIEHHH

BLICOKaA

aKkTyanbHas

BoszeiicTerue aTMocdepHOro

HH3KaA

aKTyasbHas

31 BKTpH yecTea
BO3HHKHOBEHHE CTUXHHHbBIX

2

HHU3KaA

HeaKkTyalbHas

Q4aroB NOXkapoB
ABapuH B cucTeMax
JIEKTPOIIUTAHUSA

HU3Kas

aKTyanbHas

I HapylueHne TemnepaTypHoro
peiHMa B HOMELIECHHAX €
KPHTHYECKHM 000pYy10BaHHEM
pe3yJ/ibTaTe HEUCTIPaBHOCTH
CHCTEM KOHAMLIMOHWPOBAHHUA

0,75

cpeaHss

aKTyasbHas

ABapHH B CHCTEMAX
OTOMNIEHHS W BOJ0CHA0KEHHA B
HEIoCpeCTBEHHOH OIM30CTH K
MOMEIEHHAM, B KOTOPbIX
obpabarbiBatores [1/] n apxueam

B9

0,75

cpeaHss

aKTyajbHas
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